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MULTI-LAYER DISTRIBUTED NETWORK ELEMENT 
BACKGROUND 

1- Field of the Invention 

This invention is generally related to communication between 
computers using a layered architecture and, more specifically, to a system and 
method for forwarding packets using multi-layer information. 



2. Description of the Related Arf 

Communication between computers has become an important aspect 
of everyday life in both private and business environments. Computers 
converse with each other based upon a physical medium for transmitting the 
messages back and forth, and upon a set of rules implemented by electronic 
hardware attached to and programs running on the computers. These rules, 
often called protocols, define the orderly transmission and receipt of messages 
in a network of connected computers. 

A local area network (LAN) is the most basic and simplest network that 
allows communication between a source computer and destination 
computer. The LAN can be envisioned as a cloud to which computers (also 
called end stations or end-nodes) that wish to communicate with one another 
are attached. At least one network element will connect with all of the end 
stations in the LAN. An example of a simple network element is the repeater 
which is a physical layer relay that forwards bits. The repeater may have a 
number of ports, each end station being attached to one port. The repeater 

-1 - 



SUBSTITUTE SHEET (RULE 26) 



WO 99/00945 PCT/US98/ 13204 



reci. -t; bits that may form a packet of data that contains a message from a 
source end station, and blindly forwards the packet bit-by-bit. The bits are 
then received by all other end stations in the LAN, including the destination. 

A single LAN, however, may be insufficient to meet the requirements 
5 of an organization that has many end stations, because of the limited number 
of physical connections available to and the limited message handling 
capability of a single repeater. Thus, because of these physical limitations, the 
repeater-based approach can support only a limited number of end stations 
over a limited geographical area. 

10 The capability of computer networks, however, has been extended by 

connecting different subnetworks to form larger networks that contain 
thousands of endstations communicating with each other. These LANs can 
in turn be connected to each other to create even larger enterprise networks, 
including wide area network (WAN) links. 

15 To facilitate communication between subnets in a larger network, 

more complex electronic hardware and software have been proposed and are 
currently used in conventional networks. Also, new sets of rules for reliable 
and orderly communication among those end stations have been defined by 
various standards based on the principle that the end stations interconnected 

20 by suitable network elements define a network hierarchy, where end stations 
within the same subnet have a common classification. A network is thus 
said to have a topology which defines the features and hierarchical position of 
nodes and end stations within the network. 
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The interconnection of end stations through packet switched networks 
has traditionally followed a peer-to-peer layered architectural abstract In such 
a model, a given layer in a source computer communicates with the same 
layer of a pier end station (usually the destination) across the network. By 
5 attaching a header to the data unit received from a higher layer, a layer 
provides services to enable the operation of the layer above it. A received 
packet will typically have several headers that were added to the original 
payload by the different layers operating at the source. 

There are several layer partition schemes in the prior art, such as the 
10 Arpanet and the Open Systems Interconnect (OSI) models. The seven layer 
OSI model used here to describe the invention is a convenient model for 
mapping the functionality and detailed implementations of other models. 
Aspects of the Arpanet, however, (now redefined by the Internet Engineering 
Task Force, or IETF) will also be used in specific implementations of the 
15 invention to be discussed below. 

The relevant layers for background purposes here are Layer 1 (physical), 
Layer 2 (data link), and Layer 3 (network), and to a limited extent Layer 4 
(transport). A brief summary of the functions associated with these layers 
follows. 

20 The physical layer transmits unstructured bits of information across a 

communication link. The repeater is an example of a network element that 
operates in this layer. The physical layer concerns itself with such issues as 
the size and shape of connectors, conversion of bits to electrical signals, and 
bit-level synchronization. 



WO 99/00945 



PCT/US98/13204 



Layer 2 provides for transmission of frames of data and error detection. 
More importantly, the data link layer as referred to in this invention is 
typically designed to "bridge," or carry a packet of information across a single 
hop, i.e., a hop being the journey taken by a packet in going from one node to 

5 another. By spending only minimal time processing a received packet before 
sending the packet to its next destination, the data link layer can forward a 
packet much faster than the layers above it, which are discussed next. The 
data link layer provides addressing that may be used to identify a source and a 
destination between any computers interconnected at or below the data link 

10 layer. Examples of Layer 2 bridging protocols include those defined in IEEE 

802 such as CSMA/CD, token bus, and token ring (including Fiber Distributed 
Data Interface, or FDDI). 

Similar to Layer 2, Layer 3 also includes the ability to provide addresses 
of computers that communicate with each other. The network layer, 
15 however, also works with topological information about the network 

hierarchy. The network layer may also be configured to "route" a packet from 
the source to a destination using the shortest path. Finally, the network layer 
can control congestion by simply dropping selected packets, which the source 
might recognize as a request to reduce the packet rate. 

20 Finally, Layer 4, the transport layer, provides an application program 

such as an electronic mail program with a "port address" which the 
application can use to interface with Layer 3. A key difference between the 
transport layer and the lower layers is that a program on the source computer 
carries a conversation with a similar program on the destination computer, 
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whereas in the lower layers, the protocols are between each computer and its 
immediate neighbors in the network, where the ultimate source and 
destination endstations may be separated by a number of intermediate nodes. 
Examples of Layer 4 and Layer 3 protocols include the Internet suite of 
5 protocols such as TCP (Transmission Control Protocol) and IP (Internet 
Protocol). 

Endstations are the ultimate source and destination of a packet, 
whereas a node refers to an intermediate point between the endstations. A 
node will typically include a network element which has the capability to 
10 receive and forward messages on a packet-by-packet basis. 

Generally speaking, the larger and more complex networks typically 
rely on nodes that have higher layer (Layers 3 and 4) functionalities. A very 
large network consisting of several smaller subnetworks must typically use a 
Layer 3 network element known as a router which has knowledge of the 
1 5 topology of the subnetworks. 

A router can form and store a topological map of the network around it 
based upon exchanging information with its neighbors. If a LAN is designed 
with Layer 3 addressing capability, then routers can be used to forward packets 
between LANs by taking advantage of the hierarchical routing information 
20 available from the endstations. Once a table of endstation addresses and 

routes has been compiled by the router, packets received by the router can be 
forwarded after comparing the packet's Layer 3 destination address to an 
existing and matching entry in the memory. 
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In comparison to routers, bridges are network elements operating in 
the data link layer (Layer 2) rather than Layer 3. They have the ability to 
forward a packet based only on the Layer 2 address of the packet's destination, 
typically called the medium access control (MAC) address. Generally 
5 speaking, bridges do not modify the packets. Bridges forward packets in a flat 
network having no hierarchy without any cooperation by the endstations. 

Hybrid forms of network elements also exist, such as brouters and 
switches. A brouter is a router which can also perform as a bridge. The term 
switch refers to a network element which is capable of forwarding packets at 
10 high speed with functions implemented in hardwired logic as opposed to a 
general purpose processor executing instructions. Switches come in many 
flavors, operating at both Layer 2 and Layer 3. 

Having discussed the current technology of networking in general, the 
limitations of such conventional techniques will now be addressed. With an 

1 5 increasing number of users requiring increased bandwidth from existing 

networks due to multimedia applications to run on the modern day Internet, 
modern and future networks must be able to support a very high bandwidth 
and a large number of users. Furthermore, such networks should be able to 
support multiple traffic types such as dial voice and video which typically 

20 require different bandwidths. Statistical studies show that the network 
domain, i.e., a group of interconnected LANs, as well as the number of 
individual endstations connected to each LAN, will grow at a faster rate in 
the future. Thus, more network bandwidth and more efficient use of 
resources is needed to meet these requirements. 
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Building networks using Layer 2 elements such as bridges provides fast 
packet forwarding between LANs but has no flexibility in traffic isolation, 
redundant topologies, and end-to-end policies for queuing and access control. 
For example, although endstations in a subnet ran invokp conversation*; 
based on either Laver 3 or Laver 2 addressing the highe r lavpr fi,nrHnnaijH f s 
are not supported bv bridges. As bridges forward packets ha Se d on only I aypr ? 
Parsing, thev Provide simple yet speedy forwardin g servirps However thp 
bridge does not support the use of high laver handling dirprH yes inrlnding 
Queuing, Priority, and forwarding constraints herwpen end^tj ons in the 
same subnet. 

A prior art solution to enhancing bridge-like conversations within a 
subnet relies on a network element that uses a combination of Layer 2 and 
upper layer headers. In that system, the Layer 3 and Layer 4 information of an 
initial packet are examined, and a "flow" of packets is predicted and identified 
15 using a new Layer 2 entry in the forwarding memory, with a fixed quality of 
service (QOS). Thereafter, subsequent packets are forwarded at Layer 2 speed 
(with the fixed QOS) based upon a match of the Layer 2 header with the Layer 
2 entry in the forwarding memory. Thus, no entries with Layer 3 and Layer 4 
headers are placed in the forwarding memory to identify the flow. 

20 However, consider the scenario where there are two or more programs 

communicating between the same pair of endstations, such as an electronic 
mail program and a video conferencing session. If the programs have 
dissimilar QOS needs, the prior art scheme just presented will not support 
different QOS characteristics between the same pair of endstations, because 

-7- 



5 



10 



BNSOOCIO: <WO 990094 5A1_I_> 



WO 99/00945 PCT/US98/13204 



the prior art scheme does not consider information in Layer 3 and Layer 4 
when forwarding. Thus, there is a need for a network element that is flexible 
enough to support independent priority requests from applications running 
on endstations connected to the same subnet. 

5 The latter attributes may be met using Layer 3 elements such as routers. 

But packet forwarding speed is sacrificed in return for the greater intelligence 
and decision making capability provided by the router. Therefore, networks 
are often built using a combination of Layer 2 and Layer 3 elements. 

ThP role of thp sprver h as multiplied with browser-based applications 
10 that use thp internet, t hm leading to increasing variation in traffic 

Histrihution. Wh e n thp role of rhp sprvpr was narrowly limited to a file 
cprvpr fnr Pxample. the ne t work was designed with thf client and the file 
tprvpr in the samp subnet to avoid muter hottlpnecks, However, more 
cpp^li^eH servers l ike World Wide Web and vidPP servers flre tYPica ll Y not 

15 on the client's subnet, su rh that crossing routers is unavoidable- Therefore. 

thp pppH for packets to traverse m utPrs at higher snpeds is crucial- The Choice 
of bridge versus r o ntpr tvpirally rpsults in a significant trade-off, lower 

f„nrHonaiitv when . .sin g hridfrps and lower sne^d when using routers- 
furthermorp. the s prvirp rhararterisHcs within a network are no longer 
20 homogenous as thp perf o rmanrp of a sprver becomes locat i on dependent i f 

its traffic pattPrns involve routers. 

Therefore, there is a need for a network element that can handle 
changing network conditions such as topology and message traffic yet make 
efficient use of high performance hardware to switch packets based on their 
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Layer 2, Layer 3, and Layer 4 headers. The network element should be able to 
operate at bridge-like speeds, yet be capable of routing packets across different 
subnetworks and provide upper layer functionalities such as quality of 
service. 
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SUMMARY 

The invention lies in a multi-layer distributed network element 
(MLDNE) system that provides good packet forwarding performance 
regardless of its location and role in a network. More specifically, the 

5 invention uses a distributed architecture to build a larger network element 
system made up of smaller identical network element subsystems that 
remain transparent to neighboring network elements and endstations. The 
multi-layer distributed network element (MLDNE) delivers Layer 2 wire- 
speed performance within and across subnetworks, while allowing queuing 

1 0 decisions to be based on Layer 3 protocol and topology information, 
endstation information, and Layer 2 topology information. 

The invention's MLDNE includes a plurality of network element 
subsystems fully meshed and interconnected by internal links. Each network 
element subsystem includes a hardware search engine included in a 

15 switching element coupled to a forwarding memory and an associated data 

memory. The switching element has a number of internal and external ports, 
the internal ports coupling the internal links and the external ports coupling 
a number of connections external to the MLDNE. Packets are received from 
and forwarded to neighboring nodes and end stations by the MLDNE through 

20 the external connections. 

The forwarding and associated memories contain entries needed for 
forwarding the packets. The forwarding memory contains entries having 
header data obtained from Layer 2 headers of received packets. The 
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forwarding memory also contains Layer 3 and 4 information configured by 
the CPS of the MLDNE to be matched with the headers of received packets. 
The associated memory identifies internal and external ports of the switching 
element that are associated with an entry in the forwarding memory, as well 
5 as quality of service (QOS) information. When forwarding, the headers of a 
received packet are compared to entries in the forwarding memory to find a 
matching entry, and the associated data of a matching entry is used to pass the 
packet towards its destination. 

The forwarding memory only contains entries given by the following 
0 three groups: MAC addresses directly connected to the external connections 
of the subsystems, Layer 2 bridged "conversations" between an external port 
of a subsystem and an internal link, and sequences of packets known as flows 
defined by the MLDNE as a Layer 3/Layer 4 end-to-end conversation (Layer 3 
entries). The dominant contribution, however, comes from the MAC 
5 addresses that connect with the external connections. Therefore, in the 

MLDNE architecture, the required depth of the forwarding memory does not 
multiply with the number of subsystems. 

The forwarding memory and associated memory designs attempt to 
minimize the number of forwarding memory entries that are replicated on 
0 more than one network element subsystem. This helps make more efficient 
use of the memory resources, and minimize the number of places that a 
forwarding decision is made to yield faster packet relaying. Furthermore, the 
distributed architecture eliminates the need for one network element 
subsystem to know about the details of another network element subsystem, 
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including details such as the number of external and internal ports in each 
switching element, and the specific external port or ports of another switching 
element through which a packet is to be forwarded outside the MLDNE. 

The network element subsystems in MLDNE are fully interconnected 
5 and meshed by internal links coupling internal ports in each subsystem. In 
other words, each subsystem is directly connected to another subsystem via at 
least one internal link. In this way, a packet forwarded by MLDNE is delayed 
in no more than two locations, once at the inbound network element 
subsystem, and at most a second time in the outbound network element 
10 subsystem. 

With a more centralized approach, increasing the number of external 
connections would be expected to increase storage requirements in a central 
high performance forwarding memory. However, in the invention, the 
header classifications for forwarding the packets are primarily done in the 
1 5 inbound subsystem, the increase in required storage space due to additional 
subsystems is absorbed by the forwarding memory of each subsystem itself, 
and there is no need to significantly increase the depth of the other 
forwarding memories in the other subsystems. 

Also, the additional external connections will increase the matching 
cycle search time in a system having a centralized forwarding memory. With 
the MLDNE, however, the additional matching cycle searches are only 
performed by the new subsystem itself. 



20 
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The MLDNE also contains a central memory (CM) as part of a central 
processing subsystem (CPS). The CM is under control of and maintained by a 
central processing unit, and contains a copy of the individual forwarding 
memories. The communication between the CPS and the various network 
5 element subsystems occurs through a bus. The topology of the internal links 
and the hardware search engines in the various network element subsystems 
is known to the CPS, so that the CPS can optimally define a path through an 
internal link for a data packet to travel in order to achieve any desired static 
load balancing between multiple internal links coupling two network 
10 element subsystems. 

When forwarding a packet through two subsystems / all forwarding 
attributes, such as queuing priority, tagging format, routing versus bridging, 
route and VLAN header replacement, except for the ports in the outbound 
subsystem, are determined by the header matching cycles of the inbound 
1 5 subsystem. In addition to being storage efficient with respect to the 

forwarding memory as discussed above, such a scheme can also accommodate 
a useful model of using Layer 3 and Layer 4 information for queuing, routing, 
and policy decisions, while using Layer 2 for topology decisions. 

Another embodiment of the invention will support flows, where the 
20 outbound subsystem has the ability to forward the packet based on Layer 3 
queuing, routing and policy information, rather than the relatively rigid 
Layer 2 forwarding scheme. Because the Layer 3 forwarding capability, 
including quality of service mapping, of a subsystem is implemented in 
hardwired logic within each subsystem, forwarding based on a Layer 3 
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matching cycle should be comparable in speed to forwarding using Layer 2 
matching cycles. Such an enhancement comes at the expense of using an 
additional Layer 3 entry in the outbound subsystem forwarding memory. 
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BRIEF DESCRIPTION OF TH E PR A WTNK ?S 

The foregoing aspects and other features of the invention will be better 
understood by referring to the figures, detailed description, and claims where: 

Figure 1 is high level view of an exemplary network application of a 
5 multi-layer distributed network element (MLDNE) of the invention. 

Figure 2 illustrates a block diagram of the MLDNE system according to 
an embodiment of the invention. 

Figure 3 illustrates exemplary forms of the entries in the forwarding 
and associated memories of a MLDNE subsystem in accordance with another 
10 embodiment of the invention. 

Figure 4 is a block diagram of an embodiment of the MLDNE having 
only two subsystems. 

Figure 8A is a simplified block diagram of a packet structure utilized in 
one embodiment of the invention. 

1 5 Figure 8B is a structure for header field replacement of packets by the 

invention. 
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pfTA TT FT~> PFSCRIP TTON OF THE INVENTION 

As shown in the drawings by way of illustration, the invention helps 
define a device that can be used to interconnect a number of nodes and 
endstations in a variety of different ways. For example, an application of 

5 MLDNE would be switching packets over a homogenous data link layer such 
as the IEEE 802.3 standard, also known as an Ethernet link. Figure 1 illustrates 
the invention's use in a network where the MLDNE system is coupling a 
router and a number of different endstations, depicted as servers and desktop 
units, through external connections. The MLDNE system is capable of 

10 providing a high performance communication path between servers and 
desktop units as well as communications via conventional router or bridge. 
Thus, the invention's MLDNE is a multi-purpose network element. 

In a preferred embodiment, the invention's distributed architecture is 
designed to handle message traffic in accordance with the Internet suite of 
1 5 protocols, more specifically TCP and IP (Layers 4 and 3, respectively) over the 
Ethernet LAN standard and MAC data link layer. However, one skilled in 
the art will recognize that other particular structures and methods to 
implement the invention's architecture can be developed using other 
protocols. 

20 The invention's MLDNE has network element functions that are 

distributed, i.e., different parts of a function are performed by different 
MLDNE subsystems. These network element functions include forwarding, 
learning, queuing, and buffering. As will be appreciated from the discussion 
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below and Figure 2, MLDNE has a scalable architecture which allows for easily 
increasing the number of subsystems 210 as a way of increasing the number of 
external connections, thereby allowing greater flexibility in defining the 
surrounding network environment. 

5 An embodiment of the MLDNE 201 is illustrated in block diagram 

form in Figure 2. A number of MLDNE subsystems 210 are fully meshed and 
interconnected using a number of internal links 241 to create a larger network 
element. Each MLDNE subsystem 210 is preferably defined to be the largest 
non-blocking switching unit that is cost effective to produce with modern 
10 integrated circuit manufacturing techniques. 

Each MLDNE subsystem 210 includes a forwarding memory 213 which 
will include selected header data arranged as type 2 and type 1 entries used to 
match with the header portion of packets received by the subsystem 210, as 
shown in Figure 3. In the preferred embodiment shown in Figure 3, type 2 

15 entries 321 include Layer 3 and Layer 4 information, whereas the type 1 
entries 301 includes Layer 2 information. The forwarding memory 213 is 
preferably implemented as a content addressable memory (CAM) which 
indexes the associated memory being a random access memory (RAM). Of 
course, the forwarding memories 213 and /or the associated memories in the 

20 different subsystems may be implemented as a single hardware structure. A 
number of external ports (not shown) interfacing external connections 217 are 
used to connect with nodes and endstations outside MLDNE 201 such as those 
shown in Figure 1, i.e., desktops, servers, and packet switching elements such 
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as bridges and routers. Internal ports in the MLDNE subsystem couple the 
internal links, where any two subsystems share at least one internal link. 

In its preferred embodiment, the external and internal ports lie within 
the switching element 211. The MLDNE 201 also includes a central processing 

5 system (CPS) 260 that is coupled to the individual subsystems 210, through a 
communication bus 251 such as a Peripheral Components Interconnect (PCI) 
bus. The communication between the CPS and the individual subsystems 
need not be as fast or reliable as the internal links between subsystems, 
because, as appreciated below, the CPS is not normally relied upon to forward 

10 the majority of traffic through the MLDNE. Rather, the CP C normally serves 
to add entries and associated data to the forwarding and associated memories, 
respectively. 

The CPS 260 includes a central processing unit (CPU) 261 coupled to a 
CM 263 and other memory (not shown). CM 263 includes a copy of the 

15 entries contained in the individual forwarding memories 213 of the various 
subsystems. The CPS has a direct control and communication interface to 
each MLDNE subsystem 210. However, the role of the CPS 260 in packet 
processing includes setting up data path resources such as packet buffers 
inside each subsystem, entering and managing type 2 entries in the 

20 forwarding memories, and some other special cases such as routing with 
options which cannot be routinely handled by and between the subsystems. 

Although the CM 263 will contain a copy of the data in the individual 
forwarding memories, the performance requirements for the CM are less 
stringent than those for the individual forwarding memories, because the 
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CPS and CM need not be designed to forward the packets at the speeds 
obtainable by the hardwired switching logic in each subsystem. 

The internal links 241 may be configured to operate at a higher speed 
than some of the external connections 217, although some external 
5 connections may also be configured as high speed links / if, for example, 

desired to connect with a server. The internal links 241 used to interconnect 
the individual subsystems are designed to carry copies of packets to be 
forwarded, and notification signals that assist an individual subsystem in 
either completing a forwarding action, enabling a route, setting priorities in 
10 an output queue, and enhancing Layer 2 conversations within a subnet with 
Layer 3 handling directives. 

For greater processing speed, each switching element 211 is preferably 
implemented an application specification integrated circuit (ASIC) that 
performs most of the below described functions of the subsystem. The multi- 
15 layer functions operate on packets that are received by the subsystem 210 
through either an external port in the switching element connected to an 
external connection 217, or through an internal port connected to an internal 
link 241. 

As will be understood in light of the discussion below, each network 
20 element subsystem 210 is configured to direct incoming packets to one or 

more internal or external ports of the switching element. If a packet matches 
an entry in the forwarding memory and can be forwarded, i.e., traverse the 
MLDNE 201, without having to go through a different subsystem (based on an 
entry in the forwarding memory that matches the packet's header and that 
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has associated data in the associated memory), then the packet will not be sent 
to any of the internal links 241. In that situation, the associated memory 214 
identifies only an external port for forwarding the packet. 

On the other hand, if the associated data for the matching entry 
5 indicates that the destination of the packet is reached via an internal port, 
then the packet is sent to another subsystem over the internal link 241 that 
connects with the identified input port. If the packet headers do not match 
any entry in the forwarding memory, then the packet is •'flooded" on all 
internal and external ports of the inbound subsystem. The CPS in a sense 
10 teaches each subsystem to make such forwarding decisions in the subsystem s 
own hardware based on multi-layer header information in the forwarding 
and associated memories, in order to improve forwarding speed. Given the 
fully meshed interconnection between the network element subsystems, 
where at least one separate internal link directly connects any two subsystems, 
1 5 it can be seen that a packet may be received and forwarded through MLDNE 
201 by traversing at most two subsystems. 

Learning 

The conventional source address learning capability of network 
elements such as bridges has been distributed among the various subsystems 
20 of the MLDNE 201. Since the distributed topology inside MLDNE 201 is 

known to the CPS 260, the conventional Layer 2 learning function is confined 
to each subsystem 210. In other words, the source address of a received packet 
is learned only by the inbound subsystem. 
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This unique learning function capability is also facilitated by defining 
the subsystem 210 to exhibit different behavior with respect to its internal 
ports than its external ports. The individual subsystems are configured to 
know that packets arriving by an internal link should be treated differently 
5 than those arriving by an external port. For example, there is no learning of 
Layer 2 source addresses for packets coming in by an internal port, because the 
packet's source address has already been learned by another subsystem (the 
inbound subsystem). Also, the internal ports do not participate in the 
Spanning Tree Protocol. 

10 When a new source address is being learned by a subsystem, the CPS is 

notified which in turn will update the CM with the new source address and 
the identity of the notifying subsystem. This will indicate to the CPS that the 
endstation or node assigned to that Layer 2 address can be reached through 
the notifying subsystem. 

1 5 The MLDME can also be configured to detect Layer 2 topology changes. 

When an endstation having a fixed Layer 2 address, which address has been 
learned by MLDNE, is logically or physically moved from one external 
connection of the MLDNE to another, then the older learned entry must 
somehow be identified and removed from the forwarding memory. In the 

20 event a MAC address (connected to an external connection) is logically or 
physically moved from one subsystem to another, the CPS, after being 
notified of the new location, removes the old entry. 
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Forwarding 

The above described learning behavior with respect to the internal and 
external ports of the subsystem 210 provides for loop free forwarding through 
each subsystem, as packets arriving by internal ports are only forwarded 

5 through external ports and not to the other internal ports of the same 

subsystem nor to the CPS. Also, the requirement that the subsystem not learn 
source addresses from its internal ports does not adversely affect the 
forwarding operation, because the CPS 260 is configured to control inter- 
subsystem transfer of packets using its global view of the individual 

1 0 forwarding memories 213 that are combined in the CM 263. 

With forwarding based on either the type 1 entry (including for the 
present embodiment MAC destination address of a packet) or a search of the 
type 2 entries, each subsystem 210 will attempt to identify the information 
needed to forward the packet using its forwarding memory 213 and associated 

15 memory 214. However, when a packet arrives at a subsystem, both type 1 and 
type 2 matching cycles are normally started, where the two operations are, in 
general, independent. Header matching hardware in the switching element 
211 will return a result that indicates how the packet is to be forwarded (using 
either a matching type 1 entry or a matching type 2 entry). The result will be a 

20 function of one or more of the following: the received headers, the port of 
arrival, the entries in the forwarding memory, and additional Layer 3 and 
Layer 4 flow specific attributes such as priority and forwarding constraints 
programmed by the CPS. 
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Forwarding and Associated Memories 

Having discussed forwarding and learning generally in the distributed 
architecture of MLDNE 201, a closer look is now taken at the role of the 
forwarding and associated memories in conjunction with exemplary entries 
5 illustrated in Figure 3. The forwarding and associated memories are 

configured to associate forwarding information in the associated memory 
with a combination Layer 2, Layer 3 and Layer 4 fields of an entry in the 
forwarding memory. A type 2 entry 321 will normally include a header class 
field 323 and an address dependent portion including, for example; Internet 

10 Protocol (IP) source and destination addresses 325 and 327, respectively, and 
Transmission Control Protocol (TCP) source and destination ports 333 and 
335, respectively. The header class will identify the type of entry, and is 
produced by a programmable address independent c lass filter in each 
subsystem switching element in response to receiving a packet. The header 

1 5 class eliminates false matches between classes that make different use of the 
same forwarding memory fields, and distinguishes entries based on address 
independent parameters. 

The forwarding memory 213 of each subsystem 21G contains the 
following entries: 

20 • All learned Layer 2 source addresses of packets that arrive into the 

MLDNE 201 through external connections 217, depicted by the type 1 entry 
301. 
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• Layer 2 "destination" addresses for matching with the destination 
addresses of packets that arrive at the MLDNE 201 through one of the external 
connections 217 and are to be forwarded through an external port in another 
subsystem, also depicted by the Layer 2 entry 301. In contrast with the learned 

5 Layer 2 entries, these are entered in response to commands from and 

decisions made by the CPS. These Layer 2 "destination" address entries may 
be either unicast or multicast as configured by the CPS. 

• Header class and address-dependent Layer 3 and Layer 4 header 
portions for flows that arrive at MLDNE 201 through one of the external 

10 connections 117, depicted by the Layer 3 entry 321. Membership of a packet in 
a flow is determined by the CPS, as discussed further below. 

Each entry in the forwarding memory 213 is associated with an entry in 
the associated memory 214. Whenever there is a match with an entry in the 
forwarding memory, a pointer to an entry in the associated memory 214 
1 5 allows the switching element to obtain forwarding information such as the 
external or internal port for forwarding the packet. An entry in the associated 
memory includes one or more of the following fields: 

• Subsystem Ports fields - a field containing the ports of the subsystem 
through which the received packet must be forwarded. For a learned type 1 

20 entry 301, the field 347 identifies the external port of arrival, whereas for 

type 1 entries created by the CPS, the field 347 identifies one or more internal 
and external ports. Similarly, the subsystem port field 347 can include both 
internal and external ports when used as associated data for a type 2 entry 321. 
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• Priority field 345 - a field used for priority tagging and priority 
queuing of packets. The information passed between subsystems over the 
internal links 241 may include such a set of priority bits with each packet that 
is sent. In a distributed flow, this priority information may be obtained 

5 directly from the associated memory of the outbound subsystem for queuing 
the packet 

• Aged Source field 344 - 1 bit is used by the CPS to determine whether 
the corresponding entry should be removed because the entry is stale. When 
used with a learned type 1 entry 301, the bit is generally used to implement 

1 0 IEEE 802.1d address aging. 

• Aged Destination field 343 - 1 bit is used by the CPS to determine 
those type 1 or type 2 entries (including flows) which have been active 
recently in the address table, and those which are stale and should be 
removed. Also, where two subsystems are coupled by more than one internal 

15 link, the bit may be used to assist load balancing. The subsystem is used to 
update the age field of the flow entry (the Aged Destination field 343 in the 
associated memory 214) upon each match of the flow entry in order to assist 
the CPS in aging the entry. 

• Distributed Flow field 349 - This single bit is passed from an inbound 
20 subsystem 210 to an outbound subsystem over the internal links 241 in order 

to control the type of matching cycle (type 1 or type 2) used in the outbound 
subsystem. In normal use, the bit will be configured to indicate that a type 1 
cycle be used in the outbound subsystem. 
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The type 1 entries and their associated data in the forwarding and 
associated memories 213 and 214 are entered as follows. 

Some of the type 1 entries 301 and their associated data are normally 
learned automatically by the subsystem 210 without any intervention by the 
5 CPS 260. However, the MLDME can be configured to optionally allow the CPS 
to authorize such changes to the forwarding and associated memories. 

The learned type 1 entry 301 has subsystem ports field 347 and age fields 
344 in the associated memory 214 that specify the external port of arrival of 
the packet and whether the entry 301 has matched the headers of a recently 
10 received packet. 

Similarly, the type 1 "destination" entries 301 and their associated data 
which have been created by the CPS have a format that is identical to the 
learned entry 301. The type 1 "destination" address field 313 is filled by CPS 
260 from its CM 263 in response to receiving a "miss" notification from the 
1 5 inbound subsystem 210. The miss notification occurred because the header 
portion, including Layer 2 destination address of the received packet (arriving 
at an external port) did not match any type 1 entry in the forwarding memory. 

A received packet whose destination is not known by the subsystem 
210, i.e., no header match with a type 1 entry 301 in the forwarding memory 
20 213, is flooded to all internal ports, all external ports other than the port of 
arrival, and the CPS 260. Such a flooding action by the subsystem will 
continue each time a packet having an unknown Layer 2 destination address 
is received until either the CPS 260 programs a matching "destination" entry 
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301 in the forwarding memory 213, or the destination address is learned by 
the subsystem as a source address 303 in response to receiving a packet at an 
external port. 

An Example of Distributed Forwarding 

5 The Layer 2 distributed forwarding aspects of the invention will now be 

described in further detail and by way of example, for an MLDNE 201 having 
only two subsystems 410 and 420 as shown in Figure 4. 

When a first packet is received by the inbound subsystem 410 from a 
node or endstatibn A through external port Ei, the learning operation occurs 
10 if the packet's Layer 2 source address is unknown, or the source address exists 
in an entry that has associated with it a different port than the port of arrival. 
The CPS 460 is notified of this newly learned header entry which is duplicated 
in the CM as a Layer 2 address and the corresponding subsystem through 
which the packet arrived into the MLDNE. 

If there is a match between the first packet's header, including 
destination address, and a type 1 entry 301, then the packet is forwarded 
through the port identified in the associated memory 414. If the identified 
port is the port of arrival (Ei), the first packet is simply discarded or ignored. 

If, on the other hand, there is no match between the packets 
destination address and a type 1 entry 301, then the packet is flooded on all 
ports of subsystem 410, including CPS, E2, E3 (but not Ei), and Ii or I2. The CPS 
is notified of this miss and receives the first packet's headers. Also, the 
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hardware flooding occurs independently of the CPS being notified because of 
the separate bus 451 used to communicate with the CPS 460. 

The CPS 460 in response to receiving notice of the first packet's miss in 
subsystem 410 checks the CM for a Layer 2 address that matches the Layer 2 

5 destination address of the first packet. The CM has a copy of the Layer 2 
header data including address 313 of the type 1 entries 301 in each of the 
forwarding memories 413 and 423, together with information that identifies 
the particular subsystem that contains each forwarding memory. Thus, the 
CPS has knowledge of all Layer 2 source addresses that are learned by the 

1 0 subsystems. 

If a Layer 2 address in the CM matches the Layer 2 destination address 
of the first packet, then the CPS copies the matched Layer 2 address from the 
CM into the forwarding memory 413 as a new type 1 "destination" entry 301. 
Also, the CPS identifies the subsystem port field 317 in the new entry as Ii or 

15 I2 as the port that links the subsystem 420. In this two subsystem example, the 
matching Layer 2 address in the CM must have been previously learned by 
subsystem 420, because the address was not found in the forwarding memory 
413 of the inbound subsystems 410. Assuming the first packet's destination 
was B, then subsequent packets arriving at the MLDNE via subsystem 410 and 

20 destined to B would be forwarded in hardware over the internal link 441 or 
442. 

Assume now that a second packet arrives at subsystem 410 but this 
time via an internal link 441 or 442. The second packet was sent by another 
subsystem, subsystem 420 for this example. No learning occurs in subsystem 
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410 for the second packet because the second packet arrived through an 
infernal link. If there is a type 1 match of the second packet's header 
(including Layer 2 destination address) with a type 1 entry 301 in the 
forwarding memory 413, then the second packet is forwarded via the external 
port identified in the associated memory 414. Note that the second packet is 
forwarded only on an external port because the packet arrived by an internal 
link. 

If there is no match with a type 1 entry 301, then the second packet is 
flooded to all external ports, and not any internal ports, of the subsystem 410. 
The CPS is not notified of this 'miss 1 because the packet arrived by an internal 
link. 

The above discussion of the invention therefore illustrates how the 
type 1 entries 301 and their associated data are filled in the forwarding and 
associated memories. 

15 Flows 

The above discussion highlighted the forwarding capabilities of the 
MLDNE 201 in the type 1 (Layer 2) framework. The distributed architecture of 
the invention, however, also supports forwarding based on a second type of 
entry that, for the present embodiment, includes the Layer 3 and Layer 4 
20 information. In particular, another embodiment of the invention enables a 
network element to forward a series of related packets based on the end-to- 
end information in their Layer 3 and Layer 4 headers. 



-29- 



BNSOOClD: <WO 9900945A1 J_> 



WO 99/00945 PCTYUS98/13204 



Flows are defined as conversations between endstations in the same 
subnet that enjoy Layer 3 and Layer 4 functionalities as programmed into and 
supported by the MLDNE 201 and the operating endstations. Flows are thus 
sequences of packets transferred between fixed Layer 3 end stations that have 
5 uniform and well defined service requirements. One of the objectives of 
MLDNE 201 is to switch such sequences in hardware (with bridge-like speed) 
yet allow path (routing) and class of service control. 

When a flow is confined to a subnet (defined logically or physically), no 
routing protocols will be needed to forward the flow packet to its destination. 
10 The subnet, of course, has been predefined by configuring the relevant 
subsystems in the MLDNE 201 to recognize that a group of external 
connections are defined as a single subnet. The subnet can also traverse 
multiple subsystems to logically define a Virtual LAN (VLAN). The VLAN 
enhancements to the MLDNE are discussed in a section below. 

15 A hardware mechanism such as a class filter implemented in each 

switching element can be programmed to identify potential packets as 
members of a flow based on plain traffic observation (no application or end 
station changes), or using RSVP type signaling according to techniques 
known in the art. Exemplary packet classes that can be targeted for flows 

20 include TCP and UDP non-fragmented packets. The class filter in each 
subsystem is programmed to initiate a type 2 matching cycle search upon 
receiving such packets. 

Once identified as a potential flow candidate by the class filter, a type 2 
search of the forwarding memory 213 is conducted to find a matching type 2 
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entry 321. If there is no such matching entry, then the packet or its header 
alone is sent to the CPS 260 in response to which the CPS will determine 
whether or not to install a type 2 entry in the forwarding memory 213. The 
network element's preconfigured policy, in the class filter and in the CPS 
5 decision-making, thus determines whether the headers, the entire packet, or 
nothing, are sent to the CPS. This is configurable per entry in the forwarding 
memory, and per class in the class filter. 

The type 2 entry 321 created in the inbound subsystem by the CPS will 
have a header class field 321 that identifies the entry as a type of flow, in 
1 0 addition to header data, including, for example, the IP source and destination 
address fields 325 and 327, that defines a desired level of granularity for 
including future packets in the flow. 

A subsequent received packet which matches the class of a flow entry 
and matches the type 2 entry itself (based on information in its headers, such 

15 as Protocol Version, Protocol, Network Layer Source and Destination, 

Application Source and Destination Ports) will generally be forwarded, but 
will also enjoy QOS treatment as specified in the associated data of the 
matching type 2 entry The QOS information will be passed over the internal 
link if the outbound subsystem is different than the inbound subsystem. For 

20 example, the TCP source and destination port information in the received 
packet's header can be used to distinguish between two transport protocol 
clients that wish to communicate at different priority levels. The MLDNE can 
process such packets based on the QOS information found in the upper layer 
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(Layers 3 and 4) headers of each packet, and also assign multiple type 2 entries 
to sequences of packets between the same endstations. 

If no matching type 2 entry exists in the forwarding memory of the 
inbound subsystem following a type 2 matching cycle, the packet may be 
5 either bridged at Layer 2 with no quality of service mapping, bridged at Layer 2 
with quality of service specified as the default for its class, or given to the CPS 
for forwarding based on software in the CPS 260. Such default behavior is 
programmable for every packet class in the MLDNE 201. 

nUfrnhuted Flows 

1 o Handling flows in the invention's MLDNE may be done in a 

distributed fashion as discussed below. Once a new packet has been identified 
as a potential flow candidate by the class filter, the CPS is given the headers of 
the packet to decide whether or not to set up a flow entry. As determined by 
the CPS, the subsystem port field 347 of the flow entry if one is created will 

1 5 reflect the proper internal or external forwarding ports of the subsystem that 
lead to Layer 3 destination. 

If the Layer 3 destination is to be reached through a subsystem other 
than the inbound one, then the CPS can be instructed to make a type 2 entry 
in the separate outbound subsystem (in addition to the type 2 entry in the 
20 inbound subsystem) that enables receiver heterogeneity. For that scenario, 
the CPS sets a distributed flow (DF) bit 349 associated with the type 2 entry in 
the inbound subsystem. The DF bit will be passed to the outbound subsystem 
over the internal links when a new packet matches the type 2 entry of the 
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inbound subsystem. The DF bit being set forces a type 2 search to be 
performed by the separate outbound subsystem. The associated data for the 
matching type 2 entry in the outbound subsystem will normally reflect the 
quality of service for the flow, such as in the queuing priority field 345, that 
5 overrides any QOS received over the internal link with the packet. 

When a subsequent packet that matches the flow is received by the 
inbound subsystem, the packet is forwarded via the ports specified in the flow 
entry's associated data. If the port is an internal port, then the DF bit is also 
sent across the internal link 241 in addition to the packet. The outbound 

10 subsystem receives the packet, recognizes the DF bit being set on the internal 
link, and in response attempts to match the packet with a type 2 entry in its 
own forwarding memory, which entry had been previously created by the 
CPS as discussed above. The class to be used for this type 2 search is 
determined by the header matching capability of the outbound subsystem. 

15 The matching type 2 entry in the outbound subsystem 220 will exist and 
should not rely on a type 1 result, i.e., no type 2 matching cycle miss. The 
packet is then forwarded to the Layer 3 destination of the packet through the 
external port of the outbound subsystem identified in the associated data of 
the matching type 2 entry. 

20 The MLDNE can be also be configured to support packets having a 

multicast destination address where the type 2 entry in the outbound 
subsystem specifies a multicast destination address, associated with one or 
more external ports identified in the associated memory to be used for 
forwarding copies of the packet. Also, the distributed flow construct of the 
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invention allows receiver heterogeneity to be supported for multicast packets. 
The type 2 entry points to associated data that includes a force.be bit for each 
external port. This bit permits a packet to be queued with lowest priority in 
the corresponding external port, without affecting service characteristics of 
5 any other external ports. The bits are set by the CPS in the associated memory 
of the separate outbound subsystem, corresponding to each type 2 entry 321. 

Alternatively, the MLDNE entries can be configured to support 
homogenous receiver priority based on decisions made in the inbound 
subsystem. The QOS information, such as priority field 345 for queuing a 
10 flow packet in the external ports of the outbound subsystem, is normally 

passed from the inbound subsystem over the internal links to the outbound 
subsystem. However, as indicated above, the DF construct permits the CPS to 
configure a type 2 entry in the outbound subsystem to override the priority 
that was delivered over the internal link with the packet. 

VLANs 

Another embodiment of the MLDNE supports LAN bridging functions 
to endstations in a location independent fashion, using, for example, the 
virtual LAN concept defined in IEEE 802.1Q for 8023 and Ethernet packets. 
Packets sent by endstations that support such VLANs will have Layer 2 
headers that are "tagged" with a VLAN identification (VID) field. 

The MLDNE when so configured will also use such VLAN tags in 
communicating on its internal links and appropriate external connections. 
Each external port may be assigned a VID which will be used to tag any 
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untagged packets that are received. The packet's VID identifies the broadcast 
domain of the packet. A VLAN-enabled MLDNE will be instructed on how to 
forward packets that are broadcast or having unknown Layer 2 destination 
addresses on a per VLAN basis. When the forwarding memory of a VLAN- 

5 enabled MLDNE is implemented using a mask per bit content addressable 
memory (CAM), one entry for each supported VLAN should be added to the 
forwarding memory that will match all broadcast packets and unknown 
unicast packets for a given VLAN. Such a match will occur if the Layer 2 
address field 313 of the entry 301 is wildcarded. The matching entry will 

10 specify a VID, while the associated data will identify the ports which define 
the VLAN, so that a packet with an unknown Layer 2 destination will be 
flooded only to its broadcast domain, i.e., the VLAN specified in the packet. 

VLAN capability can be disabled in the MLDNE by either wildcarding 
the VID field 303 in all type 1 entries 301 in the forwarding memory, or by 
15 setting a constant and identical value for the VTD field 303 in all entries and 
configuring all external ports to tag all incoming packets with the constant 
value. 

To summarize, the distributed scheme in the MLDNE 201 provides a 
scalable architecture where the number of external connections can be easily 
20 increased by adding additional subsystems. More importantly, the forwarding 
memory 213, a high performance but costly hardwired logic circuit in each 
subsystem, need not be significantly expanded to provide additional entries as 
the number of external connections are increased. Because each subsystem 
uses the forwarding memory only to store information related to its own 



-35- 



BNSDOClO: <WO 990094SA1 J_> 



WO 99/00945 



PCT/US98/13204 



external and internal connections, the size of the forwarding memory can be 
predefined at the time MLDME subsystem is manufactured. As the dominant 
factor in defining the depth of the forwarding memory 213 is the number of 
MAC addresses directly connected to the external link of connections 217, 
5 increasing the number of subsystems used in the MLDNE 201 will only 
slightly affect the storage requirements of each individual forwarding 
memory. 

The embodiments of the MLDNE described above for exemplary 
purposes are, of course, subject to other variations in structure and 
10 implementation within the capabilities of one reasonably skilled in the art. 
Thus, the details above should be interpreted as illustrative and not in a 
limiting sense. 
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CLAIMS: 

What is claimed is: 

1 1. In a network element for receiving and forwarding packets 

2 between nodes, the network element having first and second subsystems 

3 coupled by an internal link, the subsystems having first and second 

4 forwarding memories, respectively, a method for relaying packets comprising 

5 the steps of: 

6 receiving a packet by the first sub-system, the packet having a first 

7 header portion; 

8 searching the first forwarding memory for a first entry that matches the 

9 first header portion; 

10 sending the packet to the second subsystem through the internal link 

1 1 in response to the first entry matching the first header portion; 

12 and forwarding the packet to a destination specified in the first header 

13 portion. 

1 2. A method as in claim 1 wherein 

2 the first header portion comprises a Layer 2 destination address. 
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1 3. A method as in claim 1 wherein 

2 the step of forwarding the packet is done in response to a second entry 

3 in the second forwarding memory matching the first header portion of the 

4 packet. 

1 4. A method as in claim 1 wherein 

2 the first entry comprises a Layer 2 address that was learned by the 

3 second subsystem prior to the packet being received by the first subsystem. 

1 5. A method as in claim 3 wherein 

2 the second entry comprises a Layer 2 address that was learned by the 

3 second subsystem prior to the packet being received by the first subsystem. 

1 6. In a network element for receiving and forwarding packets 

2 between nodes, the network element having first and second subsystems 

3 coupled by an internal link, the subsystems having first and second 

4 forwarding memories, respectively, a method for relaying packets comprising 

5 the steps of: 

6 receiving a packet by the first subsystem, the packet having a second 

7 header portion, the second header portion including a network layer 

8 destination address; 
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9 searching the first forwarding memory for a type 2 entry that matches 

1 0 the second header portion; 

1 1 sending the packet and a control signal to the second subsystem 

12 through the internal link in response to the type 2 entry matching the first 

13 header portion, the control signal being associated with the type 2 entry; and 

14 forwarding the packet to a destination specified in the second header 

15 portion. 



1 7. A method as in claim 6 wherein the second subsystem in 

2 response to receiving the packet and the control signal sets a queuing priority 



3 for the packet to be forwarded. 



1 8. A method as in claim 6 wherein the step of sending the packet 

2 and a control signal further includes sending a second control signal to the 

3 second subsystem, and further comprising the step of searching the second 

4 forwarding memory for a type 2 entry that matches the second header portion 

5 in response to receiving the second control signal. 



1 9. A network element for interconnecting nodes, comprising: 

2 first subsystem having a first forwarding memory and configured to 

3 search the first forwarding memory for a first entry that matches a first header 

4 portion of a packet; 

5 second subsystem having a second forwarding memory; and 
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6 an internal link coupling the first and second subsystems for passing 

7 packets and control information from the first subsystem to the second 

8 subsystem, wherein 

9 the first subsystem is configured to send the packet to the second 

10 subsystem through the internal link in response to the first entry matching 

1 1 the first header portion, and wherein 

\2 the second subsystem is configured to forward the packet to a 

1 3 destination specified in the first header portion. 

1 10. A network element as in claim 9 wherein 

2 the first header portion comprises a Layer 2 destination address. 

1 11. A network element as in claim 9 wherein 

2 the second subsystem is further configured to forward the packet in 

3 response to a second entry in the second forwarding memory matching the 

4 first header portion of the packet 

1 12. A network element as in claim 9 wherein 

2 the first entry comprises a Layer 2 address that was learned by the 

3 second subsystem prior to the packet being received by the first subsystem. 
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1 13. A network element as in claim 11 wherein 

2 the second entry comprises a Layer 2 address that was learned by the 

3 second subsystem prior to the packet being received by the first subsystem. 

1 14. A network element as in claim 9 further comprising 

2 a central processing system (CPS) having a central memory (CM), the 

3 CPS coupled to each subsystem and configured to cause a source address 

4 learned by the second subsystem to be stored in an entry of the first 

5 forwarding memory in response to finding a copy of the source address in the 

6 central memory. 

1 15. A network element as in claim 9 wherein 

2 the first subsystem further comprises 

3 a first associated memory and an internal port coupling the internal 

4 link, the first associated memory for storing a port value identifying the first 

5 internal port, the first subsystem configured to associate the port value with 

6 the first entry in the forwarding memory. 

1 16. A network element as in claim 9 wherein 

2 the first subsystem is further configured to flood the packet to a 

3 predefined subnet in response to no entry in the first forwarding memory 

4 matching the first header portion. 
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1 17. A network element as in claim 9 wherein 

2 the first subsystem is further configured to send the packet to the 

3 second subsystem in response to a third entry in the first forwarding memory 

4 matching a second header portion of the packet the second header portion 

5 comprising a network layer destination address, and wherein 

6 the. second subsystem is further configured to forward the packet to a 

7 destination specified in the second header portion. 

1 18. A network element as in claim 17 wherein 

2 the second subsystem is further configured to forward the packet to a 

3 destination specified in the second header portion in response to a fourth 

4 entry in the second forwarding memory matching the second header portion 

5 of the packet. 

1 19. A network element as in claim 17 wherein 

2 the second subsystem is further configured to perform a search of the 

3 second forwarding memory for an entry matching the second header portion 

4 of the packet in response to receiving the packet and a first control signal 

5 from the first subsystem. 
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1 20. A network element as in claim 17 wherein 

2 the second subsystem is configured to forward the packet in accordance 

3 with quality of service (QOS) information received from the first subsystem, 

4 the QOS information being associated with the third entry in the first 

5 subsystem. 



1 21. A network element as in claim 17 wherein the second subsystem 

2 is further configured to associate second QOS information with the fourth 

3 entry, the second QOS information overriding QOS information received 

4 from the first subsystem. 
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